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— JEWCTBUS MO MPOBEPKE MOMIUHHOCTH CyOBEKTa JOCTyIa
B MH(QOPMALIMOHHON CHCTEME;

— COCTOSTHHE 3alMIIEHHOCTH HH(POPMALIUH, TPH KOTOPOM
oOecrieyeHbl ee KOH(PHIEHIIMATBHOCTb, IOCTYITHOCTD U
LIEJIOCTHOCTB;

— nH(OPMAIIMOHHAs CUCTEMa, CO3/IaBaeMasl B IIEJISIX peaji3aiiy
UH(POPMALIMOHHAS CUCTEMAIIOJIHOMOYHH TOCYAaPCTBEHHBIX
opraHoB U obecrieueHus1 oOMeHa HHpOpMaLnein Mex Iy
STHUMH OPTaHaAMH, TAKXKe B HHBIX yCTAHOBJIEHHBIX
benepaabHBIMU 3aKOHAMH LIEJISIX

— BO3MOJKHOCTb NOJIy4EHHUSI HHPOPMALIUHU U €€ HCIIOIb30BAHMUS;

— COCTOsTHUE NH(POPMALIHH, XapaKTEPH3yeMOe CIIOCOOHOCTBIO
TEXHUYECKHUX CPENCTB U NH(POPMAIIMOHHBIX TEXHOJIOTHIH
obecrieunBaTh OECIPENATCTBEHHBIH OCTYN K HHYOPMALIH
CyOBEKTOB, UMEIOIIUX Ha 3TO IMOJHOMOYHS,

— 3ammuTa MHpOpPMAaLINY, HATIPABJICHHAs HAa PEAOTBPALICHHE
OT HECAHKIIMOHUPOBAHHOTO MOJYYESHHS 3AIIUIITAEMOM
UH(pOPMALUN 3aMHTEPECOBAHHBIMU JOCTYIA CYOBEKTaMU C
HApYLICHHEM YCTAaHOBJICHHBIX HOPMATUBHBIMU H ITPABOBBIMU
IOKyMEHTaMH (aKTaMH) WK o0nafaTeasiMu HHPOPMALUY TIpaB
WUTA TIPABWJT PA3TPAHUYECHUS TOCTYTIA K 3alTUINAeMOMN
uHpOpMaLUu

— uHpOpMAaLHs, SIBISIFOLIASICS  NPEAMETOM  COOCTBEHHOCTH
U MO/JIE)KAINAs 3AIUTE B COOTBETCTBHHU C TPEOOBAHUAMU

NPaBOBBIX JOKYMEHTOB WM  TpeOOBaHUSIMH,
yCTaHABJIMBAEMBbIMH COOCTBEHHUKOM HH(pOPMALINY;

— TPUCBOECHHE CYOBEKTaM M OOBEKTaM AOCTyIa
uaeHTudukaropa
u (WIM) CpaBHEHHME TPENBSIBISIEMOrO  HAEHTH(HKaTOpa
C MepeYHeM IPHCBOCHHBIX UIEHTH(PHKATOPOB,

— COBOKYITHOCTb cozepakarieiicss B 6a3ax NaHHBIX HHPOpMALUU
u obecrieunBarox ee  00paboTky  WH(POPMAIMOHHBIX
TEXHOJIOTUH 1 TEXHUYECKUX CPEICTB,

— OTAEJbHBIE TOKYMEHTHI H OTAEJIbHBIE MACCHBBI JIOKYMEHTOB,
IOKYMEHTBl ©  MAaCCHUBbI  JIOKyMEHTOB,  COIEp KaIluecs
B MH(QOPMALIMOHHBIX cucTeMax (Oubnmorekax, apxuBax,
¢donnmax, 6aHkax JaHHBIX, THPOPMALIIOHHBIX CUCTEMaX IPYTrUX
BUJIOB);

— MPOLIECCHI, METOIbI MMOUCKA, cOopa, XxpaHeHwus!, 00pabOTKH,
MPEIOCTABIIEHUS, PACTIPOCTPAHEHUS MHPOPMALIUU U CIIOCOOBI
OCYIIECTBJIEHUS TAKUX MPOLIECCOB,;

— cBeneHus (COOOIeH s, JaHHbIE)  HE3aBUCHUMO OT (POPMBI HX

NPEACTaBICHUS

— MPOCTPAHCTBO (TEPPUTOPUSs, 3AaHHE, YacTb  3JaHUS),
B KOTOPOM HCKJIFOYEHO HEKOHTPOJIUPYEeMOe MpeObIBaHUE JIUII,
HE UMEIOLIUX IOCTOSHHOIO WJIHM  Pa3oBOr0  JIOIMYCKa,
U TIOCTOPOHHHX TPAHCIIOPTHBIX CPEACTB;



KonduneHumanbHOCTh — 00s13aTeNbHOE JUTSI BBITTOJTHEHUS JIULIOM, TTOJTYYHUBIIUM AOCTYII
K omnpeaeneHHoi napopmannu, TpeOOBaHNE He TIepeaaBaTh
TaKy0 HHPOPMALMIO TPETBPUM JIHLAM  0€3 COrJiacHs ee

obnagaTens;,
O6paboTka nepcoHaTbHBIX — pelicTBus (omepanyn) ¢ NePCOHATBHBIMI JAHHBIMH, BKIIFOUAsI
TaHHBIX cOop, cHUCTEMaTH3aLIMI0, HAKOIUIEHHE, XPAHEHNE, YTOUHEHHE

(oOHOBNIEHHUE, N3MEHEHHE), UCIIOIB30BAHNE, PACTIPOCTPAHEHHUE
(B TOM ymCIe epenayy), ode3nuyrBaHue, OJIOKUPOBAHHUE,
YHUYTOKEHHE MEPCOHAbHBIX JAHHBIX,
Omneparop —  TPaKIAHHH WU FOPUIMYECKOE JIHLO, OCYLIECTBIISIOLINE
IesTeNbHOCTD MO AKCITyaTalui HHHOPMAaLMOHHOH
CHCTEMBI, B TOM YHCIIe 10 00paboTke nHpopmanum,
conepskamieiicst B ee 6a3zax JaHHBIX

IlepconanbpHble faHHbIE —  mobast nHpOopMaIHs, OTHOCAIIASACS K TIPSMO UM KOCBEHHO
OTIPENEIICHHOMY WJIH OTpeaesieMoMy (PU3NIECKOMY JIULLY

Yrposa Oe3omacHOCTH —  COBOKYIHOCTb YCJIOBHI U (PAKTOPOB, CO3AFOIINX

uHpOpMaLuu MOTEHLUATIbHYIO UJIH PeabHO CYLIECTBYIOLYIO OMaCHOCTbD,

CBSI3aHHYIO C YTeUKOH MH(QOPMALIUH W/UJH
HECaHKIIMOHMPOBAHHBIMHU H/HJTH HETIPEeIHAMEPEHHBIMU
BO3JEHCTBUSIMH Ha HEE,

VY s13BUMOCTD —  HemoCTaToK (C1aboCcTh) MPOrpaMMHOTO (ITPOrPaMMHO -
TEXHUYECKOT0) CPECTBA UM NH(POPMALIMOHHOH CUCTEMBI B
L[EJIOM, KOTOPBIN (KOTOpast) MOKET ObITh HCIIOIB30BAHA JISI
peanuzanyu yrpo3 6€30macHOCTH HHPOPMALNHY;

IlenocTHOCTB —  YCTOMUYMBOCTH MH(POPMALINU K HECAHKIIHOHUPOBAHHOMY
WU CIIy4aliHOMY BO3EHCTBHIO Ha HEE B IPOLecce
00pabOTKH TEXHUUECKUMH CPEICTBAMH, PE3YIBTATOM
KOTOPOTO MOXKET ObITb YHUYTOXKEHUE U UCKAKEHUE
UH(pOpMaLTHH.
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OBO3HAYEHUA U COKPAILIEHUA

— I'ocynapcTBennslil ctanaapT Poccuiickoin @enepaunu

— Ionmutuka napopMannoHHoi 6ezonacHoctu ['ocynapcTBeHHOrO
OFOJIKETHOTO YUPEIKACHUS CIIOPTUBHOM MIKOJIBI OJTMMITHHCKOTO
pesepna [Ipumopckoro paiiona Cankt-IletepOypra

— I'ocynapcTBeHHOE OFO/IKETHOE YUPEKASHHUE CIIOPTUBHAS IIKOJIA
onmuMnuickoro pesepsa IIpumopckoro paiiona Cankr-IlerepOypra

— DenepanbHas ciykOa 6esonacHoctu Poccuiickoii @eneparu

— @enepanbHas Ciryk0a 1Mo TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJIK



1 OBIIME MOJIOKEHUA

Hacrosimmas [TonuTtuka sIBIsieTCS JOKYMEHTOM, OIPENENSIOLUINM HAIMPaBICHHUS IESTEIbHOCTH B
objmactu  obecrnedeHus uH(POPMALMOHHONW  Oe30macHOCTH U mpeacraBisieT  coboi
CHCTEMATH3MPOBAHHOE M3JIOKEHHUE LieNiell U 3a1a4 MH(POPMAIIMOHHON O€30MacHOCTH , KaK OTHO HUTH
HECKOJIBKO TPaBUJI, MPOLENYp, MPAKTHUECKUX MPUEMOB W PYKOBOASAILINX MPHHIUIOB, KOTOPBIMU
pykoBoactayercst CIIIOP , a Takke OpraHU3alMOHHBIX, TEXHOJIOTHYECKHUX H MTPOLENYPHBIX aCIIEKTOB
obecniedeHns MHHOPMALIMOHHOM OE30MaCHOCTH.

ITonoxxenust Hacrosimed [lonmuTuky HE pacnpocTpaHsOTCS Ha obecrieueHne WHPOPMAIMOHHON
0€30MacHOCTH CBEICHUH, COCTABJISIIOIIUX FOCYJAapCTBEHHYIO TalHY.

OcHoBHOI 3amauedi B obnactu uHpopmarmonHori OezomacHoctu  CIIIOP MPU3HAET
COBEPIIEHCTBOBAHHE Mep W CPEeACTB o0ecredeHHs  3amuThl HH(POpMAUN HHPOPMAIIMOHHBIX
pecypcoB CIHIOP B koHTEKCTe pa3BUTHSl 3aKOHomarenbcTBa Poccuiickoit Pepepanii 1 HOPM
peryiaupoBaHusi WHGOPMALIMOHHON JAEATENbHOCTH B TEKYIIUX YCIOBUSX  (PYHKLMOHUPOBAHUS
UH(POPMALIMOHHOTO TTOJIS.

IIpn paspadorke I[lONUTHKK YYUTHIBAINCH OCHOBHBIE NPUHIMITBI CO3JAHUS CHUCTEM 3aIUTHI
UH(POPMALINH, XapaKTEPUCTUKH 1 BO3MOKHOCTH OPTraHU3allHOHHO-TEXHUUECKUX Mep U COBPEMEHHBIX
MPOTPaMMHBIX H aNNapaTHO-IPOTPAMMHBIX CPENCTB 3aIUThI HH(POpMAIIUHL.

B pamkax cBoeit nestenbHocTH CLIOP 006si3yercst mpennpuHUMAaTh BCE BO3MOXKHBIE MEpPbI NI
3aImuThl HHQOPMALMU OT Yrpo3 0e30MacHOCTH WH(POPMAIUH.

Tpebosanust HHPOPMALMOHHON 0€30MaCHOCTH COOTBETBCTBYIOT LesisiM aesitenbHOCTH CIIIOP wm
NpeaHa3HAaYeHbl I CHIDKEHUS PHUCKOB, CBSI3aHHBIX C  peanuzauueil yrpo3 0e30macHOCTH
UH(pOpPMALIUH.

IMonutuka nocrymHa BceM pabornukam CIIIOP wu BceM MONB30BaTEISIM €r0 PECYpPCOB.



2 IEJHU U 3AJJAYH OBECIIEYEHUSI HHOOPMAIIMOHHOM BE3ONACHOCTH

Cy0bexTbl HHPOPMALMOHHBIH OTHOLIEHUH

Cybbekramu mpu obecneuenun wuHpopmaimionHoit OesomacHoct B CIIOP  siBnstroTes:

pPaOOTHUKHU CTPYKTYPHBIX TOAPA3ACICHHH (B TOM YHCIIE YBOJCHHBIE);

rpaxaane, paboTarIye Mo J10roBOpaM rpakJaHCKO-IIPABOBOIO XapaKkTepa,

busnyeckue IMLa, MPEICTABUTENN KOHTPAT€HTOB B paMKaX UCIIOJHEHHUS JTOTOBOPHBIX
00s13aTEIbCTB;

¢dusnueckue auia, nonasirue obpamienne B agpec CIIIOP;

IOPUINYECKHE JINIA, B PAMKAX HCIIOJIHEHHS JOTOBOPHBIX 00sI3aTEIBCTB MIIM BO UCTIOJTHEHUH
TpeboBaHUi CO CTOPOHBI 3aKOHOMATENbCeTBA Poccuiickoit @eneparuy,

OpTaHbl FOCYAapCTBEHHOH BIIACTH.

O0bexTbl HH(POPMALIMOHHBIX OTHOLIEHUI

ObmbexTamu HHPOPMAITMOHHBIX OTHOLICHHUHN SIBIISIFOTCA

uHpopmaunonnsie pecypcel CLIOP;

rOCyapCTBEHHBIE uHpopMaunoHHble  cucTteMbl  OmepaTropoM  KOTOPBIX  SIBJISIETCS
CHIOP;

npouecchl 00padbotku nHpopmauu B uHpopMmarmonnbx cucremax CIHIOP, wrdopmManuoHHbIe
TEXHOJIOTUH, PErJIaMeHThl M MpoLeaypbl cOopa, oOpabOTKH, XpaHEHUs U mepenadn HH()OPMALHH;
uHpOpPMAaLMOHHAS HMH(PACTPYKTypa, BKIIOYANOINAs CHCTEMbl OOpabOTKH, XpaHEHHs W aHaInu3a
uHpOpPMaLUK, MPOrPaMMHBIE U MPOrPAMMHO-ANINAPATHBIE CPEICTBA, B TOM YHCIIE KaHAJbI CBSI3U U
TEJIEKOMMYHHUKALUH, CUCTEMBI M CPEACTBA 3alIUThl HHYOPMALIH, OOBEKTHI M TOMEIIEHHUS, B KOTOPBIX
pa3MeleHbl cpeacTBa 00padoTku nHpOpMAaIHH.

Hean o0ecneyennss HHGOPMALUOHHON 6€30MACHOCTH

OcHoBHOI 1lenbl0  obecnieuenust nHpopmarmonHoit 6e3onacHoctn  CIIIOP siBnsitoTcst peiicTBus,
HANpaBJICHHbIE HA JOCTH)KEHHE 3aLIUTHI CyObEKTOB MH(OPMALIMOHHBIX OTHOLIEHUH OT BO3MOXKHOTO
HAaHECEHUs] MM MATEePHAIBHOrO, (PH3MUECKOro, MOPAIbHOIO MWJIM HHOro yiuepda, MOCpeacTBOM
CIy4yallHOTO MJM  NpPEJHAMEPEHHOTO  BO3JCHCTBUS Ha UH(POPMALIUIO, B TOM YHCIIE:

obecnieueHus1 OTKa30yCTOWYHBOTO (YHKIMOHUPOBAHUS MPOTPAMMHBIX
u anmapaTtHo-nporpaMMHbIx cpencts CIIOP u npenocTaBisieMbIX CEPBUCOB;

COOIIOIEHHST TIPABOBOI'O PEXKMMa UCIIONB30BAHHUSI MACCHBOB M CPENCTB 00pabOoTKN MH(OPMALHH;
NPEIOTBPALICHUS peai3alun yrpo3 0e30nacHocTH MHGOPMALMH TMPH OCYLIECTBICHUU
nestensHocTu CIIIOP.

3anaun odecneyennst HHPOPMALHOHHOH 0€30MACHOCTH

Hoctmwkenne wnened oOecrnedeHnss HHPOPMALMOHHON 0€30MacHOCTH M CBOKMCTB MH(pOpManuu
CHLIOP permnaercs cnenyoOLUMU 3a1a4aMU:

3aIUTBl OT HECAHKIIMOHUPOBAHHOTO TOCTYTA K MHPOPMALIMOHHBIM pecypcam,

pasTpaHUYEeHUs] JOCTYIA MOJIb30BaTeNel K NH(OPMAIIMOHHBIM, alMapaTHbIM, MPOrPAMMHBIM
U MHBIM pecypcam;

perucTpanny 1 NepuoANYECKOro KOHTPOIIS AeHCTBUI nonb3oBaTeneil mpu ooOpaboTke
3amumaeMon HHPOPMAaLUU 1 MEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX AEHCTBHI;

KOHTPOJIS] EJIOCTHOCTH CPEAbl UCIIOJIHEHHSI TPOTPaMM U €€ BOCCTAHOBJICHHE B ClTydae
HApYLICHHS,

obecrniedeHust ayTeHTU(UKAINU U uaeHTU()UKAITUH MOJIb30BATENEH,
YYaCTBYIOIINX B MHPOPMALIMOHHOM OOMEHE;

oOecriedeHns1 MCTPABHOCTH MpPUMEHseMbIX B WH(popMannoHHbIX cucremax CIIOP cpencts
3aIUThl HH)OPMALUH;



CBOEBPEMEHHOTO BBISIBJIICHUSI HCTOYHUKOB Yrpo3 0€30MacHOCTH HH(GOPMALNH, IPUIHUH U YCIOBUH,
CrOCOOCTBYIOIIIMX ~ HAHECEHHWIO  yIepda 3aMHTEPECOBAHHBIM  CYOBEKTaM
UH(POPMALIMOHHBIX OTHOLICHUH,

CO3JIaHUEM CITY>KOBI MOHUTOPHHIA U PEarupOBaHUs Ha YIPO3bl O€30MacHOCTH HH(POPMAIHH
U HETaTUBHBIE TIOCIIECTBHS,

CO3MIaHUEM YCIIOBUH IS MUHUMH3ALIMH HAHOCUMOTO yiepba HenmpaBOMEPHBIMH JeHCTBUSAMU
U YCTpaHEHUe TOCIEeNCTBHI Hapyenus uHpopmanrnonHoi 6e3onacHocTu B CIIIOP. Pemenue
BhIlIeniepeuncieHHbix 3ana4d B CIIOP ocymecTBisieTcst moCpeacTBOM:

yueTa BCeX MOAJIEKAIINX 3aIUTe HHPOPMAIIMOHHBIX PECYPCOB;

JKYPHAJIMPOBAHUS NEHCTBUI MEPCOHANIA, OCYIIECTBIIIOLIETO 00CTy)KMBaHNE U MOIU(DUKALIHIO
MPOTPAMMHBIX M ITPOrPAMMHO-AIIAPATHBIX CPEICTB HHPOPMAIIOHHBIX CUCTEM,;

pernaMeHTaluMu  mporeccoB  oOpaboTku wuHpopmanmu, naeictBuii  paborHukos CIHIOP,
OCYLIECTBIISIOMINX 3KCILTYaTallMIO MMPOrPAMMHBIX U TMPOrPaMMHO-ANIAPATHBIX CPEICTB , HA OCHOBE
YTBEP KAEHHBIX OPTaHU3ALHOHHO-PACTIOPSINTEIBHBIX JOKYMEHTOB I10 3aIUTe HHPOPMALINY;

HAa3HAYEHUs U IOATOTOBKOH pabOTHHKOB, OTBETCTBEHHBIX 32 OPTaHU3ALMI0 M OCYIIECTBIICHHE
MepOTPHUTHIA IO odecriedeHnto0 nHPOopMaMOHHOH Oe3omacHocTu B CIIIOP;

HaJIeJICHUS] KQXKI0ro padOTHHKAa MHHUMAJIbHO HEOOXOAUMBIMU TIpaBaMu 1pH padote

B MH(POPMALIMOHHOH HHPPACTPYKTYPE COTNIACHO MX AOJDKHOCTHBIM OOSI3aHHOCTSIM;

coOmoneHNst BCeMH pa0OTHUKAMHM, 3KCIUTYaTUPYIOIIUMHU M OOCIY>KHUBAOIIUMH TPOTPAMMHbBIE U
NPOTrPaMMHO- alapaTHbIE CPEACTBA, TPEOOBAHMI OPraHN3aALMOHHO-PACTIOPSANTEIBHBIX

TOKYMEHTOB I10 BOIlpocaM odecrnieueHust HHPOPMAITMOHHOH 0€30MacHOCTH,

NEPCOHATBHON OTBETCTBEHHOCTBIO Ka)XAOro pabOTHHMKA 3a CBOM ACHCTBUS, yYaCTBYIOLIETO B
paMKax CBOMX (IYHKIHOHAJIBHBIX OOS3aHHOCTEH B TMPOLECCaxX AaBTOMATH3MPOBAHHON 00padoTKH
UH(pOPMALIUK 1 UMEFOIIEro IOCTYI K pecypcaM HH(POPMAILTMOHHBIX CUCTEM;

peanu3anueil TEXHOJIOTHYECKUX MPOIeCCOB 00padOTKH WH(POpPMAIMK € HCIOIB30BAHUEM

KOMILIEKCOB ~ OPTaHU3AL[MOHHO-TEXHUYECKUX Mep 3alUThl MPOrPaMMHOrO  obOecredeHwus,
IPOTrPaMMHO-AITAPATHBIX CPEICTB;

NPUHATHS MEp 10 oOecneueHno PU3MUECKON LIEIOCTHOCTH MPOrPaMMHO-AMIAPATHBIX CPEICTB

WHPOPMALIMOHHBIX CHCTEM U TOAJEPKaHMEM HEOOXOOMMOro ypPOBHS 3aIUIIEHHOCTH
KOMITOHEHTOB,

UCTIOJNIB30BAHUST NMPOTPAMMHBIX U MMPOrPaMMHO- aMMapaTHhIX CPEACTB 3aLIUTHl WHPOPMAUU
obpabarsBaemoM B CIIIOP n anMuHUCTPATHBHON MONAEPKKONW UX UCTIONb30BAHUS,

KOHTPOJIsT COOJIFOACHUS TOJIb30BATENIIMH WH(POPMALIMOHHBIX CHCTEM TpPeOOBaHMIA
o obecrneyeHn0 NHPOPMAITHOHHON O0€30MacHOCTH,

npoBeneHus aHann3a 3(pPEKTUBHOCTH MPUHSATHIX MEP 3aIUThl HHPOPMALIUN 1 TPUMEHSIEMbIX
cpeacts 3amuThl nHpopmanuu B CLIOP;

pa3paboTKU U peau3aly MPENJIOKESHUN 10 COBEPIISHCTBOBAHHUIO CHCTEM 3aIHUThI HH(pOpMAITUH
B CIIOP.

3 MPHHIAILI OBECIEYEHUS HHOOPMAIIMOHHOM FE30OINACHOCTH

Obecnieuenne WHPOPMALIMOHHONW O€30MaCHOCTH , JOJIKHO OCYLIECTBIISITHCS B COOTBETCTBUU CO
CIeIYIOIUMU OCHOBHBIMU MPUHIUTIAMHU:

IIpyHIUN 3aKOHHOCTH

IIpn BBIOOpPEe MepompusiTHA MO 3amuTe MHQOPMALMH, JOJDKHO COOIONATBCS AEHCTBYOINEE
3aKoHOAaTeNbeTBO Poccutickoi denepaunu B chepe 3amuThl UHHOPMALIHH.

Bce pabOoTHUKM MOJKHBI UMETh MPENCTaBiieHHe 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYILICHUS B
chepe samutel uHGOopManuu . IlporpamMmHO- ammapaTHble cpencrtBa, npumensiembie B CIIIOP,



IOJDKHBI UMETh COOTBETCTBYIOIIHE JIMLEH3UH, OPUIMAIBHO MPUOOPETaThCs Y TMpPencTaBUTENEH
pa3pabOTUMKOB 3TUX CPEICTB WIH SIBJIATHCS UHTEIUIEKTyaabHOM codcTBeHHOCTRIO CIIIOP.

IIpyHIUN CHCTEMHOCTH

IIpn co3maHMM CUCTEMBI 3aIMUTHI JAOJDKHBI YUUTBIBATBCS AKTYaJIbHBIE YIPO3bI O€30MacHOCTH
UHpOpPMAaLUK , BO3MOXKHBIE OOBEKTHI M HANpaBJIEHHs] aTaKk Ha HEe CO CTOPOHBbI HApYLIUTEJEH.
Cucrema 3amMThl AODKHA CTPOUTBCS C YYETOM HE TOJBKO H3BECTHBIX KaHAJOB  YTEUKHU
uHpOpPMALUK, HO U C Y4YETOM BO3MOXKHOCTH TIIOSIBJICHHS HOBBIX YS3BUMOCTEH B NPOrPAMMHOM
olecrieyeHnH.

IIpyHIUN KOMILIEKCHOCTH

KomruiekcHOe HCMONb30BaHUE CPENCTB 3aIUThl  MH()OPMAILMH TPEAINONaraeT COrIACOBAHHOE
NPUMEHEHHE TIPH MOCTPOSHUH LEJIOCTHONW CHUCTEMBI 3aIIHUTHI, MEPEKPBIBAIOIIEH BCE CYILIECTBEHHBIE
yrpo3sl Oe3onmacHOCTH MHGOpPMAIMH . 3aluTa JOJDKHA CTPOMTBHCS SINEIOHHPOBaHO. Pusnyeckas
3aIuTa JOJDKHA 00eCTIeunBaThCs (PU3NUECKUMU CPEICTBAMH U OPTaHU3ALOHHBIMH MEPAMHU.

IIpn mocTpoeHUH, BHEAPEHHM M SKCIUTyaTallud CHCTEMBbI 3alUThl MH(POPMALMU PYKOBOICTBO
CIOOP obecneunBaer ycioBuss manst  SpdexkTuBHON KOOpAMHAIMM OEHCTBUH BCEX  JIUI,
obecrieunBarOIUX UHPOPMALTUOHHYIO O€30TaCHOCTb.

IIpyHIUN CBOCBPEMEHHOCTH

PazpaboTka cucrembl 3amuThl MHGOPMALMM JOJDKHA BECTHUCH MAapaJIENbHO € pa3paboTkod u
UH(POPMALIMOHHON CUCTEMBI. DTO MO3BOJIUT Y4eCTh TpeOOBaHUS OE30MaCHOCTH NPU MPOCKTUPOBAHUH
apXUTEKTypbl M, B KOHEYHOM cueTe, co3maTh Oonee 3¢ ¢exkTuBHbIE WHPOPMALMOHHBIE CHUCTEMBI,
o0ajaromye 10CTaTOYHBIM YPOBHEM 3aIUIIEHHOCTH.

IIpyHIUN peeMCTBEHHOCTH

ITocTosiHHOE  COBEPIIEHCTBOBAHWE MEpP W CPENCTB 3amuThl HMHGOPMALMM HA OCHOBE
NPEEMCTBEHHOCTH OPTaHU3ALMOHHBIX M TEXHUYECKHX pELICHWH, KaJApPOBOTO COCTaBa, aHaIN3a
(YHKIMOHMPOBAaHNS WH(POPMALMOHHBIX CHCTEM H CHUCTEMBI €€ 3allUThl C y4Y€TOM H3MEHEHHH B
METO/IaX M CPEACTBAaX MepexBaTa HHPOPMALMH, HOPMATHUBHBIX TPeOOBaHUII 1O 3aIuTe HHPOPMALTHH.

IpuHMn A10CTATOYHOCTH

CootBercTBHE ypOBHsS 3aTpaT Ha obecrieueHue HHPOPMALIMOHHONH O€30MacHOCTH U LIEHHOCTH
UH(POPMALIMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOJKHOTO yiepOa OT MX pas3rialleHus], yHUITOXECHUS
U HCKakeHHs. Mcmonb3yemble Mepbl M CPEACTBA 3alIUThl MHPOPMAIMU HE IOJDKHBI yXYIIIATh
SPrOHOMHYECKHUE MTOKA3aTEeT KOMIIOHEHTOB HH(POPMALIMOHHBIX CHCTEM.

IIpyuHUMI 0TBETCTBEHHOCTH

BoznoxkeHne OTBETCTBEHHOCTH 3a obecredyeHre 0e30macHOCTH HHPOPMAIU 1 ee 00padoTKH Ha
KQXI0ro  pabOTHHKA B TMpedesax €ero IOJHOMOYMHA. B COOTBETCTBUM € 3THM MNPHHLUIIOM
pacripeneneHne npaB U oOs3aHHOCTEH pPaOOTHHKOB CTPOUTCA TakUM 00Opa3oM, 4TOOBI B cliydae
mr000ro HapyIieHus: ObUT U3BECTEH HAPYLIUTEIb.

IpuHIHUN 000CHOBAHHOCTH M TEXHHYECKOI PeaTn3yeMoCTH

HUHpopManioHHblE TEXHOJOTHH, MPOrPaMMHBIE M IMPOrPaMMHO-ANIApaTHBIE CPEACTBA, MeEpbI
3aIUThl THPOPMALIMK JOJDKHBI OBITh PEaU30BaHbl MO COBPEMEHHBI M PELICHUSM, OOOCHOBAHBI C
TOUKH 3PEHHs] JOCTHKEHHUS 33JaHHOTO YPOBHSI 3AIUUINEHHOCTH  HH(OpMAIUM M 3KOHOMHYECKOM
11e1eco00Pa3HOCTH, a TaKXKe COOTBETCTBOBATH YCTAaHOBJIEHHBIM HOpMaM U TpeOOBaHMAM IO
6e30macHOCTH UH(PpOPMALIHH.

IIpunauun npodgeccuonanusma

Peanmzaums Mep 3amuTel HHPOPMALIMK W SKCIUTyaTallMsl CPEACTB 3aIUThl HHYOPMAIIUHN JOJDKHA
OCYILIECTBIIATHCS MPOGECCHOHANBHBIMU CIIELUATUCTAMH.

[IpuBnedyeHne CreqUaTU3UPOBAHHBIX OPraHM3AlMi K pa3paboTKe CPEACTB U peajH3alud Mep
3aIuUThl UH(POPMALNY, MOATOTOBJIEHHBIX K KOHKPETHOMY BHIY [EATEIBHOCTH IO OOECIICYSHUIO
6e30macHOCTH MH(OPMALIMOHHBIX PECYPCOB, UMEIOIINX OIBIT MPAKTHYECKOH PadOThI U INLEH3NH Ha
NPaBO OKA3aHUs YCIYT B 3TOH oOmacTu.



IIpyHIMN MMHMMHU3ALUM NIPHBHJIETHI MOJIb30BaTe el
ObecnieueHue Mop30BaTeNeH MPUBHIETUIMHA MUHUMAIBHO JOCTATOUHBIMU JUJISI BBIIOJTHEHUS
MU CBOMX JIOJDKHOCTHBIX 0Osi3anHOCTel B CIIIOP.

4 OCHOBHBIE TPEBOBAHMUA 11O 3AHIUTE HHO®OPMAIIUN OI'PAHUYEHHOTI'O
HOCTYIIA

Cucrema 3amuThl WHPOPMALMKU [OO/UKHA NPEIyCMATPUBATH KOMIUIEKC OpraHU3alMOHHBIX,
NPOTrPAMMHBIX U POrPAMMHO-AMNIAPATHBIX CPEACTB M Mep MO 3aluTe HHpOopMaluu B MpoLecce ee
obpaboTku.

BeinonHenue TpeGoBaHMI TOCTUTASTCS 3a CUET pear3alud Ha 00beKTax WHpOopMaTH3aLuu Mep
1O 3a1uTe HHPOPMAIUH:

UICHTUPUKAIIMM U ayTeHTH(PHUKAIMU CyOBEKTOB IOCTYNa W OOBEKTOB IOCTYIIA,

YIPABJICHUIO JOCTYIIOM CYOBEKTOB IOCTYIa K OOBEKTaM JOCTYIIA,

OrPaHHYEHUIO MPOTPAMMHON CPEIb;

3alUTe MALIMHHBIX HOCUTENEH MePCOHANBHBIX JaHHBIX;

peructpanyu COObITHIT O€30MaCHOCTH,

AHTUBUPYCHOM 3aLIUTE,

OOHaPYKEHHUIO BTOPKEHHIA,

KOHTPOJTIO (@HATH3Y) 3ALUINEHHOCTH MEePCOHANBbHBIX JaHHbIX,

o0ecreueH0 LEeJOCTHOCTH HH(POPMALIOHHOH CHUCTEMbl U TEPCOHAJBbHBIX JaHHBIX,

o0ecreueH 0 JOCTYMHOCTH MEPCOHANbHBIX TaHHBIX;

3aLIUThI CPEIbI BUPTYATU3ALUH;

3aLIUThl TEXHUYECKUX CPENICTB,

3alUThl MH(POPMALMOHHON CHCTEMBbI, €€ CPEICTB, CHCTEM CBS3H M MEpenadd NaHHbIX;

BBISIBJICHUIO MHLHICHTOB U pPEaripoBaHUe Ha HUX;

yIPaBICHUIO KoHpurypauueii MHOOPMALMOHHONH CHCTEMbl M  CHCTEMBl  3AIUThI

MePCOHAIbHBIX TAHHBIX.

CHIOP , kak obnamatenb MHPOPMALMKM OTPAHHYEHHOrO AOCTYMA, MPH OCYLIECTBICHHUH CBOUX
npaB 00s3aHO:

co0JIF01aTh MpaBa 1 3aKOHHBIE HHTEPEChI MHBIX JIUL,

NPUHUMATh HEOOXOIMMbIE MEpPBI MO 3aLIUTE UHPOPMALIHH;

OrpaHUYMBaTh aocTyn K uHbOpMAalMM, €Ciau Takas OOsf3aHHOCTb  YCTaHOBJICHA

3akoHoAarenbCcTBOM Poccuniickon denepauun.

B tom uncne CIIOP Bmpase, ecnu nHOE HE MPEAYCMOTPEHO 3aKOHOMATENHCTBOM Poccuiickoi
denepauuu:

pasperiaTe MM OTPaHWYMBATH NOCTYN K HMH(OPMALUH, ONMpPENENsATb MOPANOK U yCIIOBUS
TaKOro JoCTyIa,

UCTONb30BaTh HMH(OPMAIMIO, B TOM WYHCJIE pACHpPOCTPAHATH €€, MO0 CBOEMY YCMOTPEHHIO,
nepenaBaTh WHQOPMAIMIO OPYTrUM JIMIAM HA YCTAaHOBJIGHHOM 3aKOHONATENbCTBOM PoccHiiCKON
®denepani OCHOBAHUY,

3aIUINATh YCTAaHOBJIEHHBIMH 3aKOHOAATENbCTBOM Poccuiickoit @enepaumu cnocodamu cBOU
npaBa B CJlyvae HE3aKOHHOTO IMOJIy4eHHs MH(POPMALIMHN WK €€ He3aKOHHOTO MCIOJIb30BaHUS HHBIMU
JULAMU;

OCYILIECTBIISITh WHBIE NEHCTBHA ¢ WHpOpMAaLMeH WM pas3peluaTh OCYLIECTBICHHE TaKHX
NOEeWCTBUH, €CIM 5TU ACHCTBHUS HE NMPOTHUBOpevar (ernepaibHBIM 3aKOHAM U APYTHM HOPMATHBHO-
npaBoBbIM akTaM Poccutickoilt @enepauun.



3amuta nHGOPMALIMU OrPAHUUEHHOTO JOCTYIA MPEACTABIAET COOOM MPUHATHE OPraHU3aLOHHbBIX
U TEXHUYECKHX Mep, HalPaBJIeHHbBIX HA!

coOmoaeHne KOHQUASHITNATLHOCTH HHPOPMALIUU (MCKITIOUYeHNE HEMPABOMEPHOTO AOCTYIIA,

KOMUPOBAHUS, MPEAOCTABICHUS UM PACTIPOCTPAHEeHUs HHpOpMaLn);

obecrieueHne HeJIOCTHOCTH UHPOPMALHK (MCKITIOUSHHE HEMPAaBOMEPHOIO YHUYTOKEHHS

Wi MOAU(pUIHUPOBaHUS HHPOPMALINH);

peanu3aiuio mpasa Ha JOCTYI K mHpopMaLuK (MCKIIFOUEHHe HEeMPaBOMEPHOTo OJIOKHPOBAHHMS

uHpOpMaLIUN).

Cpeacra 3amuThl MHQOpPMALMK BHEOPSIOTCS MO pPe3yJbTaTaM IPOBENEHHs OLEHKU PHUCKOB
UH(POPMALIMOHHON O€30MaCHOCTH.

Opranuzanus 3amuThl HHPOPMALHH

ITpu opraamzaumu B CILOP 3amurs! nHGOpMAIUK, TOJKHBI BBIIOJIHATHCS TPEOOBAHMS

@DenepanbHoro 3akoHa or 27.07.2006 Ne 149-®@3 «0O6 wuHbpopmarmu, HHPOPMAIIMOHHBIX
TEXHOJIOTUSIX W O 3amuTe HHPOpPMaLMW», KOTOPBIE PEryJUPYIOT OTHOLICHHUS, CBS3aHHBIE C
YCTaHOBJICHUEM, W3MEHEHUEM U TpeKpalleHneM pexxumMa o0paboTku 3ammuimaemMoi uHpopmanuu. B
TOM uHclie TpeboBaHHs O 3amuTe MHGOPMALMH, HE COCTABISIOIICH TOCYJApCTBEHHYIO TaiiHY,
cofieprKalieiicss B rocy1apCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMaX yTBepKAeHHbIe mpukazoM GCTIK
Poccum or 11 .02.2013 Ne 17 « O © yrBepkneHnn TpeOoBaHMI O 3amuTe HHOOPMALUH, HE
COCTABJISIIOLIEH TOCYJApCTBEHHYIO TaliHy, COAEpIKalleics B TrOCYAapCTBEHHBIX HH()OPMAIIMOHHBIX
cUCTeMax » sl TOCYHApCTBEHHBIX HMH(POPMAIMOHHBIX cucteM 1o KotopeiM CIIOP sBnsercs
OmnepaTopom.

B CHIOP nmomumo peanu3aluy OCHOBHBIX MEp 3aIUThl MH)OPMALIMH OCYIIECTBIISIETCS

peryjsipHasi OLIEHKAa W  yIOpaBJIeHWE pHUCKaMH  HMH(POPMALMOHHOW  O€30macHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMU NPOLEAYPAMHU B OOJIACTH yIIPABJICHUS] PUCKAM,

UH(POPMHPOBAHUE, oOyueHne u MOBBILIEHHUE KBaJH(pUKAIIN pabOTHUKOB
CILIOP B cdepe nHpOpMALUMOHHON OE30MACHOCTH,

MeTOMYeCcKass  IMOMOLIb padOTHUKAM B BOIpOcax obecrieueHus: HH)OPMaMOHHON
0e30macHOCTH;

aHaJIU3 1 MMOMCK BO3MOXKHOCTEH 110 MOBBILIECHUIO YPOBHS 3alIUIIEHHOCTH HHPOpPMAaLIUK.

Jdnsa opranmzanum 3ammtbl uHbopmanmu, CIIOP BrnpaBe mpuMEHSATH CpPencTBA U METOABI
TEXHUYECKON 3aIIUTHI, IPEANPUHUMATE IPYrue, He MPOTUBOPEYALHE 3aKOHOAATENbCTBY Poccuiickoi
Denepannu, MepHL.

B pamkax oOecrneuenus 3amutbl MHGQOPMALMH, B PaMKaxX TPYAOBBIX OTHOLICHWH HEOOXOAMMO
O3HAKOMHTb MOJ] POCIIUCH PAOOTHUKOB, JOCTYI KOTOPHIX K HH(POpPMALIMU OrpaHHYEHHOTO OCTYIIA ,
HEOOXOIUM ISl BBITIOJTHEHUSI UMK CBOHMX JIOJDKHOCTHBIX OOSI3aHHOCTEH, C mepedyHeM WH(pOpManuu
orpaHudeHHoOro pocryna, u npuHsaTeiMi B CIIIOP mMepamu 3amuTe! nHpOpMaLum.

Oco0eHHOCTH 3AIUTHI NEPCOHAJIBLHBIX JAHHBIX

ITpu opranmzaunn odpadotku B CIIOP nepcoHanpHBIX JaHHBIX HEOOXOAUMO PYKOBOICTBOBATHCS
TpeboBanusimMu PenepanbHoro 3akoHa ot 27.07.2006 Ne 152- @3 «O nepcoHaNbHBIX JAHHBIXY.

Ilepeuenr mep, BbIMOAHEHHE  KOTOpbIx oOecneumBaer CIIOP B kadectBe omepartopa
NIePCOHAJBHBIX JaHHBIX, JOJDKEH BKIIFOUATh:

HaszHaueHne B CIIIOP orBeTcTBEHHOro 3a OpraHM3anMil0 OOpabOTKH MEPCOHATBHBIX AHHBIX;
pa3paboTKy TOKYMEHTOB, ONPENEISIOINX MTPABIJIAa B OTHOIIEHUH 00paOOTKH MEPCOHATBHBIX TaHHBIX
B CHIOP, nokajpHBIX akTOB MO BompocaM 0OpabOTKH NEePCOHAJBHBIX JAHHBIX, MPHUMEHEHHE
OPTaHU3ALMOHHBIX U TEXHHYECKUX Mep M0 00eCreYeHHI0 O€30MacHOCTH NEePCOHATBHBIX TAaHHBIX B
COOTBETCTBUU cO cTaThell 19 ®enepanbHoro 3akoHa ot 27.07.2006 Ne 152-P3 «O nepcoHalbHBIX
TaHHBIX Y,

BBITTOJIHEHHE TPEOOBAHMIA MO COCTABY M COAEPIKAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX Mep IO
obecriedeHn0 0€30MacCHOCTH MEPCOHANBHBIX NaHHBIX MpH uX 00padoTke B WH(POPMALMOHHBIX
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CUCTEeMax MEepPCOHANbHBIX NaHHBIX yTBepKAEHHBbIX [Ipukazom ®CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBep:KIEHUHN COCTaBa U CONEPKAHMs OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp MO 0OeCIeYeHH 0
0e30MacHOCTH TMEPCOHANBHBIX HAHHBIX NPH HX 00paboTke B  WHPOPMALMOHHBIX CHCTEMax
NEPCOHATBHBIX JAHHBIXY;

OLIEHKY Bp€Za, KOTOPBIA MOXKET OBIThb NMPUUMHEH CYOBEKTaM NEePCOHANBHBIX NAHHBIX B CIydae
HapyiieHuss PenepanpHoro 3akoHa Ne 152-®3, coOTHOIIEHME YKa3aHHOTO Bpena U MPUHUMAEeMbIX
OIepaToOpoOM Mep, HAINPABICHHBIX HAa OOECIEYCHUE BBITIOJIHEHUS OOSI3aHHOCTEH, MPEeayCMOTPEHHBIX
®enepanbHbiM 3ak0HOM Ne 152-D3;

O3HAKOMJICHHE PaOOTHHKOB CILIOP, HETIOCPEACTBEHHO OCYILIECTBISIFOIIUX — 00paboTKy
NMEePCOHANBHBIX JAHHBIX, C MOJOXXEHUSIMHU 3aKOHomaTtenbcTBa  Pocculiickoin  @enepauun o
NEPCOHANBHBIX JaHHBIX, B TOM 4YHCIe TpPeOOBAHUSIMH K 3alINTE€ NEPCOHANbHBIX JaHHBIX,
IOKYMEHTaMH, OIpenensommMu TpedoBanuss KoMuTeT B OTHOLIEHHH 00pabOTKH MepCOHATbHBIX
TaHHBIX 1 00yueHue, MpH HEOOXOIUMOCTH, YKa3aHHBIX PAOOTHHUKOB.

Obecnieuenne 0€30MaCHOCTH MEPCOHANTBHBIX JAHHBIX JJOCTHTAETCS, B YACTHOCTH:

ONpeneJeHueM yrpo3 W Hapywmmreiaed  Oe30MacHOCTH  MEPCOHAJbHBIX  JTaHHBIX
npu ux 00paboTke B MHYOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX;

OTpENeICHUEM YPOBHS 3alIUIIEHHOCTH NEPCOHANBHBIX  JAHHBIX B COOTBETCTBUH C
tpeboBanusimu [locranosnenus IlpaBurensctBa Poccuiickoit ®enepaumu ot 01.11.2012 Ne 1119
«O6  yTBepxnmeHMHM  TpeOOBaHMH K 3aIIUTE NEPCOHAIBHBIX NaHHBIX MpH UX 00padoTke B
UH(POPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX TaHHBIXY,

NPUMEHEHHEM MPOLIEIINX B YCTAHOBIEHHOM MOPSIIKE MPOLENYPY OLIEHKH COOTBETCTBUS
CPEACTB 3aIUThI UHPOPMALINY;

OLIEHKOH 5((EKTUBHOCTH NMPUHUMAEMBIX MEp MO 3aIIUTE MePCOHANBHBIX JAHHBIX 10 BBOJA
B 9KCIUTyaTalMIO0 UH(POPMAIIMOHHON CUCTEMBI ITEPCOHANBHBIX TAHHBIX;

BOCCTaHOBJICHHEM MEPCOHANBHBIX TaHHBIX, BCICACTBUE IONYYEHHSI HECAHKLIMOHUPOBAHHOTO
IOCTyIa K HUM,

YCTAHOBJIIEHMEM TMpPaBWJI AOCTyNa K TMEPCOHAJbHBIM  JaHHBIM, 00pabaTblBA€MbIM B
UH(POPMALIMOHHBIX CUCTEMaX MEePCOHANBHBIX JaHHBIX , a TAK)Ke 00ECIIeYeHNEM PErUCTPALH U y4eTa
BCEX [EHCTBMI, COBEPINAEMBIX C MEPCOHAIbHBIMU NAaHHBIMH B HH(POPMAIMOHHBIX CHUCTEMaX
NePCOHAJBHBIX TaHHBIX,

KOHTPOJIEM 32 MPUHMMAEMBbIMH MEPaMHU 1O 3aLIUTE MEPCOHANBHBIX JAHHBIX U ONPENEICHHOTO
YPOBHs 3AIUMIIEHHOCTH HMH(POPMALMOHHBIX CHCTEMax NEPCOHAJBHBIX MAHHBIX B TpoIecce ee
SKCILTyaTaluH.

5 OCHOBHBIE TPEBOBAHHA K IPONECCAM OBECIIEYEHUSI
NHPOPMAIIMOHHOU BE3OITACHOCTHN

Metoanueckoe pyKOBOACTBO, pa3pabOTKy pelleHud mo 3amuTte MHGOPMALMH, COTJIACOBAHHUE
BbIOOpa CPEACTB BBIYUCIUTENbHOW TEXHUKH, NPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX CPEICTB
3aIUThl MHPOPMALIMY , OPraHU3aLNI0 PabOT MO BBIABICHHIO BO3MOXKHOCTEH M TPEAyNpPEKIESHHIO
yT€YKH W CBOWCTB 3alIHMIaeMoil HWH(poOpMamuy, aTTecTaluio OOBEKTOB HH(POPMATH3ALNH
OCYUIECTBJISIFOT KoMneTeHTHbIe crieruanuctsl CIIIOP.

duzuyeckas 6e30MACHOCTb

IIpuHsATHIE OpraHn3alMOHHbIE U TeXHUYeckue Mephl 1o 3aiuTte nomeuienuit CIIIOP, cepsepHoro
U KOMMYTAaLMOHHOTO OOOpYyIOBaHMs, AaBTOMATH3HPOBAHHBIX pabOYMX MeCT MOJb30BaTelIeH
uHpopmannorHbx cucteM CIHIOP obecrieynBarOT peann3aiuio CISAYIOMUX Mep TO:

pasrpanmdeHuro goctymna pabotaukos B noMernenuss CIIIOP B cooTBeTCTBHH € X

MIOJTHOMOYHSIMH U IOJDKHOCTHBIMH O0SI3aHHOCTSIMUY,
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KOHTpoJIupyeMoMy npedbiBanmnto noctoponHux juil B CIIIOP B nomernenus, B KOTOPbIX BEAETCS
oOpaboTka wuH(pOPMALIMM OrPAaHMYEHHOrO JAOCTyNma | pa3MelleHbl anmapaTHble CpPEACTBa
UH(POPMALIMOHHOHN CUCTEMBI,

OpTaHU3aINH PEKIMa KOHTPOJIHUPYEMOro BHOCA/BBIHOCA CPEACTB 00paboTKH HHDOpMALIHH.

INomernenuss CHIOP nomkHbl ObITh 00OPYIOBAHBI JETEKTOPAMHU OTHSI M IbIMA, OTHETYIIUTENSIMH,
CHCTEeMaMH KOHIULMOHUPOBAHUS BO3yXa, CPEACTBAMH OXPaHHO-TIO)KAPHOW CHUTHAIU3ALMHU.

OcHoBHOe cepBepHOEe U KoMMyTannoHHOe obopyaosanre CIIIOP nomkHO OBITH 3aIMUIEHO OT
nepe0oeB B TMOAaYe SJEKTPOIHEPTHUHM IyTeM TMOAKJIIOUYEHHs K  JJIEKTPOCETH C MPUMEHEHHEM
HUCTOYHHKOB  OecriepeOOMHOrO mMMTaHMS W PE3ePBHOrO  au3eNb-reHeparopa.  MCTOUHHUKH
Oecriepe0ONHOrO MUTAHUST HEOOXOAMMO PEryJsIpHO TECTHPOBATh M MPOBEPATH YIIOJIHOMOYEHHBIM
pabotaukam CIIIOP B cOOTBETCTBHM C PEKOMEHIALUSMH MTPOH3BOAUTENS.

[TopTaTuBHBIE TEXHUYECKHE CPEACTBA HE IOJDKHBI OCTABATBHCS 3a MpeAeSiaMd KOHTPOJHPYEMOi
3oubl CIIIOP 6e3 koHTpOJIs cO cTopoHbl paboTHukoB CIIIOP.

Be3onacHocTh Ha pabouem mecTe

3amperaeTcss BECTH 3alUCh MMApOJied B OTKPHITOM BHAE HAa MaTepPHAIbHBIX HOCHTENA, 3a
UCKJTIOYEHUEM CJIy4aeB, PerIaMeHTHPOBAHHBIX METOJIOB XPAHEHHSI.

JIOKyMeHTbl W HOcHTeNu ¢ HH(OpMauueil OrpaHHYEHHOTO AOCTYyNa OOJUKHBI yOHpaTbesl B
omeuaTbiBaeMble Mecta (ceddbl, mkapel W T.N.), Tpu yxoae C paboudero Mecra. Ha
aBTOMATH3UPOBAaHHOM pabouem mecte Ilomp3oBarenst pabouast ceccust NOJKHA OBbITH NpepBaHa,
paboumii cronm 3a0mokmpoBaH. Bxon monb3oBaTenasi B CHUCTEMY HE JOJDKEH BBITIOJTHSITHCS
ABTOMATHYECKH.

JIOKYMeHTBI, coepskaniie HHOOPMALMIO OrPAHUYEHHOT0 OCTYA, AOJUKHBI Cpa3y H3bIMAThCs

U3 TMeyaTalluX YCTPoHCTB. [nsd yTuiMzauuu KOHPHUIASHUMANbHBIX IOKYMEHTOB, JOJIKHBI
UCIIOJIB30BATHCS YHUUYTOXKHUTENHM JIOKYMEHTOB He HiKe 4 ypOBHS MO CTaHZApTy 0e30MacHOCTH,
NPUMEHSIEMOMY K YHHUYTOKUTEJSIM JTOKYMEHTOB.

IIpn  ucnonp3oBaHWM  MOOWJIBHBIX ~ TEXHMYECKHX  CPEACTB  HeoOXoamMo  coOironaTh
JOMNOJHUTENbHbIE MEpbl [0 pEerjaMeHTalMd U KOHTPOJIO HCIOJNb30BaHUS B HH(POPMAIIMOHHOI
crcTeMe MOOMJIbHBIX TEXHUUECKHX CPEICTB.

Haxoxnenue mnpencraBuTeNell MOPUOMYECKUX — JIMI B paMKax MCIOJHEHHs JOTOBOPHBIX
00513aTENIbCTB B MMOMELICHUSAX B KOTOPBIX BeneTcss obpaboTka nHpOpMAMHU OTPaHUYEHHOTO IOCTYTIa
UHPOPMALIMOHHON CUCTEMBI,  BO3MOXXHO TOJBKO B  compoBoxkieHnn  padotrHuka CIIOP
JOMYIIEHHOTO 10 00padOTKU Takol WH(POPMALIUH.

Pasmernenne TexHUUECKHX CpencTB BbiBoAa MH(popmauuu B nomewenusx CLIOP npousBonutcs
C Y4€TOM HCKJIFOUEHHsI BO3MOXKHOCTH BH3YaJIbHOIO MPOCMOTpa HH(YOPMALIUK TTOCTOPOHHUMH JIHLAMU
U paOOTHUKAMH , HE TOMYIIEHHBIM K padoTe ¢ naHHOW nHpopmaruei.

TexHuvyeckne CpeacTsa AOIKHBI Pa3MELIAThCs U XPAHUTHCS TaKUM O0pa3oM, YTOObI COKPATHTh
BO3MOJKHBIH PUCK MMOBPEKAECHHS U YIPO3bl HECAHKLIMOHMPOBAHHOT'O IOCTYTIA.

Texnuueckoe 00cay:KUBaHHE 000PYAOBAHUSA

Texauueckue cpeactsa CIHIOP nmomkHBI NPOXOAUTH HAa PETYJSIPHOW OCHOBE CEPBHUCHOE
00CyKMBaHHE B COOTBETCTBHH C PEKOMEHIALUSME MTPOM3BOAMUTENEH 000PyAOBAHHS.

PemoHT U cepBucHOe oOcCHykuBaHME OOOPYAOBAHUS  JOJUKHBI  BBIMOJHSATHCS TOJBKO
KBaTU(ULMPOBAHHBIMHU CIIELIUATACTAMH.

Texuudyeckoe oOCHyKHBaHHEe OOOPYIOBaHUS CTOPOHHHMH OpPraHU3aLMAMH  HE  JIOJIKHO
NPUBOIHUTH K PUCKY HapyIIeHHs KOHPUACHIIMAIbHOCTH 3aHUIIIAeMON HH(POPMALIHH.

B3aumopneiicTBue ¢ TPETHUMH JTHLIAMH

B unensx obecneuenuss wHpopmarmonnoit OesonmacHoctu  CIIIOP npu B3aumopeilicTBuu ¢
TPETHHUMH JIULAMH JOJUKHO BBINOJHATH CISAYIOLHE MEPOTIPHUATHSI 10

3aKJIFOYEHHUIO COTJIAIICHUSI O Hepas3rialieHnd HHpOopMalMyu OrpaHUuEeHHOrO TOCTYIIA MOJY4YeHHOH
B XOJI€ UCTIOJIHEHHS IOTOBOPHBIX 00S13aTEIbCTB;

OCYLIECTBJICHHIO KOHTPOJIS 32 AEHCTBUAMHU MPEACTaBUTENEH KOHTPAreHTOB B Mpeesax
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KoHTposupyemoii 30Hb1 CLIIOP.

YnpasJieHHe KU3HEHHBIM LHKJIOM HHOOPMALMOHHBIX CHCTEM

MeponpusTisi B IpoLecce KU3HEHHOTO UK a nHpopmaunoHHbIX cucreM CIIOP nomkHBI OBITE
HarpaBjieHbl Ha oOecriedeHHne 3aluThl HHOOPMAIMM MPH BBOAE B [EHCTBHE, HKCIUTyaTalHH,
COIPOBOXKACHUH M MOIEPHHU3ALMH, BBIBOJA M3 SKCILUTyaTaLUH.

OcnoBanueM npu pazpadboTke HHPOPMALMOHHBIX CUCTEM IOJIKHBI SIBIISATBCS PELICHUS MPUHSITHIE
Ha ctaguu popMHupoBaHus TpeOOBaHUH , copepKaliie TPeOOBaHUS B TOM YHCJIE 110 CUCTEME 3aIIHUTHI

UH(pOpPMALIHH.
JIroboe muaHmpyeMoe K BHEAPEHHIO H3MEHeHHe HH(POPMALMOHHOW CHUCTEMbI NPENBAPHUTEIBHO
OOJDKHO  OBITBH NPOAHAIM3UPOBAHO HA  COBMECTUMOCTb W OTCYTCTBHE  HApYyIIEHH

paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPEACTB 3aLUThl HH()OPMALHHL.

PabGotrel 1o MopepHu3anuu WH(POPMALMOHHOW CHCTEMBI , B TOM YHCJIE IO YCTaHOBKE
POTPaMMHOTO OOecTieueHHst 1 OOHOBJICHHH, TOJDKHBI TPOBOAUTHCS B HEepabodee BpeMsl WIN BpeMsi
HauMEHbIIel padodeil Harpy3Ku.

IIpn BbIBOAE U3 OKCIUlyaTalMu  WH(POPMAIMOHHBIX CHCTEM JOJDKHO — O0eCrednBaThCs
rapaHTHUPOBAHHOE YyaaneHue oOpadaTeiBaeMOH M XpaHMMOH B HHX  WHpOpMAIUU  C
UCITIOJIB30BAHUEM CPEICTB rAPAaHTHUPOBAHHOIO YHUUTOXKEHUS MHPOPMALIMN WM TTyTeM (PU3HUYECKOTO
YHUUYTOXEHHsI HOCUTeNel nHpOpMaIUH.

Bce mpouenypst obecrieuenust 3amut b1 uHGopmanmu , ycraHosneHHsle B CIIIOP B oTHOIeHnn
UH(POPMALIMOHHBIX CHCTEM, JOJDKHBI BBIOIHSITHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMH JINLIAMH 32
opraHu3anuio paboT 1o 3aumre HHPOPMaLHUH.

KonTpoas nocryna k HHGpOPMALHOHHBIM CHCTEMAM

Bce paboraukm CHIOP, ponymenHble k paboTe ¢ WHQOPMALMOHHBIMH CHUCTEMaMH HECYT
NEPCOHANBHYI0 OTBETCTBEHHOCTb 3a HAPYLICHHWS] YCTAHOBJIEHHOIO nopsiika  00padoTKH
UH(pOpPMALIUH.

YpoBeHb MOMHOMOUYMI  mojdb3oBaTenss B uHpopmaumoHHOH cucreme  CIIIOP nomken
OTIPENEeNATHCS B COOTBETCTBHH C €r0 JOPKHOCTHBIMU O0SI3aHHOCTSIML.

Hoctyn nonws3oBateneii k uHpopmauuoHHbiM cuctemMam CIIOP nmomkeH KOHTPOJIHPOBATHCS
aIMUHUCTPATOPOM MH(POPMAITMOHHOH CHCTEMBI.

Ocy1iecTBieHHe PEryJsipHOrO KOHTPOJSI BBITIOJHEHUS  OPraHM3allMOHHO-PACTIOPSIIUTENbHBIX
JIOKYMEHTOB , KacaroIIUXCsl periaMeHTannu aomycka pabotHukoB KomwurteT k MH(PpOpMaMOHHBIM
CHCTEMaM.

2

HUnentudukanns u ayreHTHPHKADUS

Hdoctyn mnonp3oBaTenell K HWHPOPMALMOHHBIM CHCTEMaM JOJDKEH IPEIOCTABISATHCS TOJBKO
MIOCJIE YCIIEITHOTO 3aBEePLICHUST UICHTH(PUKAINH, ayTEeHTHU( UK.

[TonyueHnne mnonp3oBaTeneM HWMEHH B HH(POPMALMOHHON CHCTEME U Tapoyii , KOTOpbIe
o0ecrieunBarOT  AOCTYNl K  HMH(POPMALMOHHONW CHCTEME, JOJUKHO — OCYIIECTBJISITBCS IO
MPEICTaBJICHUIO HETIOPEICTBEHHOIO PYKOBOAUTEIIS.

YnpasJ/ieHue 10CTyNOM

B CIIOP nomkHO  OCYLIECTBIISTHCS yIpaBJIeHHE TOCTYIIOM K HH(pOPMALIMOHHOH CHCTEME
MOCPEICTBOM pean3aliil HeOOXOAUMBIX METONIOB , THIIOB U ITPABHJI Pa3rPaHHUEHHS nocTyna
nosib3oBaressiM uHpopmarmonnoi cuctembr CIIIOP. B Tom uuncne o OecrneueH 3aliUINeHHBIH
yIAJEHHbIH JOCTYN CYOBEKTOB HOCTyma K OOBEKTaM JOCTyNa dYepe3 BHEIIHHE WH(POPMAaIHOHHO-
TEJIeKOMMYHHUKaLIHOHHBIE CETH.

Be3onacHocTh npu padoTe ¢ HocuTeasAMH HHpOPMALIUHT

Pabornukn CIIOP nomkHBI MCMOSMB30BATh TOJBKO YYTEHHBIE ChEMHBbIE MAIIWHHBIE HOCUTENH
UH(pOPMALUU U BBIMOJHEHHUS CBOMX JOJDKHOCTHBIX OOsi3aHHOCTeH. Mcmonb3oBaHHME ChEMHBIX
MaruHHBIX HocuTened napopmarn B CIIIOP B MHBIX LENAX CTPOTO 3amnpereHo.
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CpemHBIE MAIIUHHBIE HOCUTENN WH(GOPMAIMU TOJDKHBI XPAHUTCA B ONEYAThIBAEMBIX LIKadax, B
MOMEIIEHUSX B KOTOPBIX NPeaycMOoTpeHa o0paboTka HHGOPMALIUH OTPAHUIEHHOTO JOCTYIIA.

B ciyyae xpaku WM MOTEPU CHEMHOTO MALIMHHOTO HOCUTENsT WH(POPMALMM, a TaKXKe HHBIX
UHIMJEHTOB, KOTOPBIE MOTYT MPUBECTH K HAPYIIEHHIO CBOWCTB MH(OPMALMH OTPaHUYEHHOTO
AOCTYIA, JOJDKHBI MTPOBOIUTHCS MEPOIPHUSATHS IO PACCIECIOBAHUIO TAKUX UHIMIEHTOB.

IIpn BBIBOmE M3 3KCIUTyaTallM ChEMHOIO MAIIMHHOTO HOCHTENsT WH(OpManuu, BCE MAaHHBIE,
XpaHSIIHUECs] Ha HEM, OJDKHBI ObITh yIAJCHbl ONPENeeHHOH KOMHCCHEH U3 4Hcia pabOTHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHUYTOXKEHUS HH(POPMALIIHL.

@DakT yHUUTOXKEHHsI HHPOPMALIMN HA CbEMHOM MAaIlIMHHOM HOCHTENe WH(pOpMauuu GUKCUpyeTcs
B aKTe 00 YHHYTOXKEHHH WH(POPMAIIMU CO CbEMHOI0 MAIIMHHOTO HOCUTENST WH(POPMALHH.

Peructpauus cobbiTuii

B CIIOP nomxkHa OCYIIECTBIISTHCS PETUCTPALIUU COOBITHH 0€30MacHOCTH Ha BCEX KOMITOHEHTAX
uHpopmaunonsbix cucteM CIIIOP, B xotopbix obpadaTeiBaeTcs 3amumaemMas HHPOPMAaLUsL.

AHTHBHUPYCHAA 3aIHTA

B uemsax oOHapykeHUss W yCTpaHEHHUs BPENOHOCHBIX MPOTPaMM B CHIOP nmomxHBI
UCTIOJIB30BATHCS CPEICTBA AHTUBUPYCHOH 3aIUThl HH(POpMAITUHL.

O0s13aTeTbHOMY KOHTPOJIO CPENCTBOM aHTUBHPYCHOMN 3aIIUTHI HH(POPMALIMK TOJIKHA MOJIEKATh
modas nHpopmarus (TeKCToBbIe (ailybl OOBIX HopMaToB, (Pailyibl JAHHBIX, UCTIOIHAEMBIC (ailibl),
nojiyqaeMasi U repenaBaeMasi 10 JIOKAJbHOW BBIYUCIMTENBHOM CETH B TOM HHCIE M CETAM OOLIero
MOJIb30BAHUS , & TaK)Ke MHPOPMALIKS, XpaHUMasi HA Chb€MHBIX MAIIMHHBIX HOCUTEISIX HH(pOpMAIHH.

IIpn ycraHOBKE MpOrpaMMHOrO OOecreueHHs! WM ero OOHOBJIEHUS] Ha CEBEpPHOE O0OpYyIOBaHHE
JOJDKHA aBTOMATHYECKH BBIMIOJHATHCS TMPEABAPUTENIbHAS MPOBEPKAa JAHHOIO  MPOrPAMMHOTO
o0ecrie4eHrs1 Ha OTCYTCTBHE BPEJOHOCHOT'O IMPOrPaMMHOT0 00eCieueHus!.

OOnoBneHne 0a3 cUrHATYp ISl CPENCTBA AHTHUBUPYCHOW 3alIMThl WH)OPMALMK  JOJDKHBI
OOHOBIISITBCSI €KETHEBHO.

[Tonp3oBarenu O6e3 npaB agMuHUCTpPaTopa HHpopMmarronHoit cuctemsl CIIIOP He noKHBI UMETH
BO3MOYKHOCTh IOJIYYEHHsI AOCTyNa K KOH(QUIypaluu aHTUBUPYCHOTO CPEACTBA 3aILIUTHI UM €ro
OTKJTFOYECHUSI.

KoHTpoab 3alHIIeHHOCTH NEePCOHANBHBIX JAHHBIX

B memsx WCKIFOYEHHS — OKCIUTyaTallMM YS3BUMOCTEH MPOTPaMMHOTO OOECTICYeHMs JOJIKHBI
npoBOOUTCS paboThl MO  BBIABJICHHIO , AaHAIU3y VYSI3BUMOCTEH WH(POPMALMOHHOH CHCTEMBI U
OINEPAaTHBHOE YCTPAHEHHE BHOBb BBIIBJICHHBIX YS3BHUMOCTEH . B TOM umciie opraHu3anyst KOHTPOJIS
yCTAHOBKH OOHOBJICHHUS IPOTPAMMHOTO 00ECTIEUeHHS BKIIFOYast CPEACTB 3aIUThl HH(OPMALHIH.

Hcnonb30BaHHe MPOrpaMMHOro o0ecnedeHus

Bribop mnporpammuoro oOecnedeHus AIis npou3BoACTBeHHbIX HYyxn CIHIOP IOJIKEH
NPOM3BOIUTHCS B MPHOPUTETE K OTEUYECTBEHHOMY , BHECEHHOMY B EIUHBINA peecTp pOCCHHCKHX
NpOrpaMM JUIl SJEKTPOHHBIX BBIUHUCIUTENbHBIX MAaMH W 0a3 maHHBIX . B ciydae orcytcTBus
aHanora B EnMHOM peecTpe pPOCCHHCKHMX MPOrpaMM Uil 3JEKTPOHHBIX BBIYHCIUTEIbHBIX MALINH U
0a3 TaHHBIX JOMYCKAETCsl HCIIONB30BATh MPOrPAMMHOTO 0OecreueHne UMIIOPTHOTO MPOU3BO/ICTBA.

HUcnoab3oBanue cpeacTs Kpunrorpagpuieckou 3amuTbl HHpopmMannu

Obecnieuenue 3amuThl UHPOPMALMK OTPAHUYEHHOTO JOCTYINA OT PACKPBITHSA, MOAM(HUKALNN H
HaBsI3bIBaHUs (BBOZA JIOXKHOW MH(pOpPMaMK) NpU ee nepenade (MOATOTOBKE K Nepeaade) o KaHajiam
CBSI3M, WMEIOIIMM BBIXOA 32 Mpeneibl KOHTPOJUPYEMOH 30HBI O0ECIeYrBaeTCsl MPUMEHEHHEM
CpeAcTB KpunTorpadguuecko 3amTbl HHHOPMALTHH.

[Ipuobperenne cpencts kpunrorpadudeckoit sammursl nHpopmanuu CIIIOP ocymectensercss Ha
OCHOBaHUHU [IOTOBOPOB M KOHTPAKTOB C JIMLAMH HMMEIOIIMMU JeicTByromyto nuneHsuo PChb
Poccun  Ha ocyuiecTBieHHE NESITENBPHOCTH TO pa3paboTke, MPOM3BOICTBY, PACIPOCTPAHEHHIO
muppoBaJbHBIX  (KpUNTOrpaduIecKux) CpeacTs,  WH(POPMALMOHHBIX CUCTEM U
TEJIEKOMMYHHUKALIHOHHBIX CHCTEM, 3allUIIEHHBIX C  HUCIOJB30BAaHHEM  IIH(POBAIBHBIX
(kpunrorpadu4ecKux) CPEACTB, BBHIMOJHEHHIO padoOT, OKa3aHUIO YCIyr B objactu ImmdpoBaHUS

14



UHPOPMALIUK, TEXHUYECKOMY OOCIYXKMBAHUIO IMHU(PPOBANBHBIX (KpUNTOrpadpuyuecKnx) CPencTs,
UHPOPMALIMOHHBIX ~ CHCTEM U TEJEKOMMYHHMKALIMOHHBIX  CHCTEM,  3alIUIEHHBIX  C
UCTIOJB30BaHUEM IU(PPOBANBHBIX (KpUNTOrpapuUuecKnux) CPeAcTB (3a MCKIFOYCHUEM CIydasi, eCIH
TEXHUYECKOE OOCIyKMBaHHE MIH(PPOBATBHBIX (KPUNTOrpahUIECKHX) CPENCTB, HH(POPMALMOHHBIX
CHCTEM U TEJIEKOMMYHUKAIIMOHHBIX CHUCTEM, 3aLIUINEHHBIX C HCMOJB30BAHHEM IH(POBAIBHBIX
(kpunrorpadU4ecKux) CpPEIACTB, OCYIIECTBJsieTcss s obecriedeHus:  COOCTBEHHBIX — HYIK[
IOPUINYECKOTO JINLA WM HHAWBUAYAJIBHOTO MPEINPUHAMATEIS).

[Mopranbubie pemenus CIIIOP ¢ BO3MOXKHOCTBIO TOCTYIA ¢ ceTell 00IIero mojab30BaHUS JOKHbI
B NpHOpUTETE pa3padaThIBAThCs C OpPTraHU3aLMel 3aIUIIEHHOr0 KaHaja MOCPEACTBOM MPOTOKOJA
TLS ¢ nopnepsxkoii anroputmos 'OCT 34.10.

Hcnoab3oBaHue 3J1eKTPOHHON MOYTHI

DOnexTpoHHAs mourta AoKHAa wucmonb3oBarbess B CLIOP ¢ nmenpro opranm3anmu oOMeHa
SNEKTPOHHBIMH  COOOIICHUAMH MEXAy pPaOOTHUKaAMU u cyOpektamMu HH(OPMALMOHHON
6e30macHOCTH.

IIpu ncnonp30BaHUM 3JEKTPOHHON MOYTHI 3aNPEIAETCS:

oOMeH nHpopManmei st CiykeOHOro MOJIb30BAHUS, a TAKXKe HHPOpMaLneH OrpaHIUEeHHOTO
JOCTYIIA,

NPEAOCTaBIEHHE AOCTYIA K 3JIEKTPOHHOH MMOUTE C UCTIOIb30BAHNUEM JaHHBIX CBOEH yUeTHON
3aIHUCH TPETHHUM JIULAM,

nyOJIMKaLUsl CBOEro CHyXeOHOro aapeca 3JIEKTPOHHOM IMOUTHI B 3JIEKTPOHHBIX KaTajorax, Ha
MOUCKOBBIX MAIIMHAX U APYTUX pecypcax ceth MHTEpHeT B LeisX, He CBSI3aHHBIX C HCIOJIHEHUEM
CBOMX JIOJKHOCTHBIX OOsI3aHHOCTEHH;

MOAMNICKA TO 3JIEKTPOHHOW IOYTE HA PA3UYHBbIE PEKJIAMHBIE MaTepHaJIbl, JIUCTBI PACCBLUIKH,
3JIEKTPOHHBbIC KYPHaJbl W T.[., HE CBSI3aHHBIE C BBINTOJHEHHEM IOJb30BATEIEM JOKHOCTHBIX
00s13aHHOCTEHH;

OTKpBITHE (3aMyCK Ha BBINONHEHHE) (aiyioB, MOJYYEHHBIX IO BJEKTPOHHOW TMOYTE M H3
pecypco ceru HMHtepHer, 0e3 mnpenBapUTENbHON NPOBEPKH HX AHTHBHPYCHBIM MPOrPAMMHBIM
obecrieueHneM.

PaGoTa B ceTsix 0011ero noib30BaHus

CILIOP ocrapansier 3a co0oi MpaBo OJIOKUPOBATH MM OTPAHUYMBATH AOCTYI PaOOTHUKAM K CETSIM
CBSI3W OOIIEro MOJb30BAHMS, B TOM 4YHCIE CeTH MHTepHET, Ccomep)KaHHe KOTOPBIX HE  HMEeT
OTHOLIEHHUS K UCTIOJIHEHUIO JTOJKHOCTHBIX 00s13aHHOCTE, a Takke K
UHPOPMALIMOHHBIM  pecypcam, CoIep:KaHWE ©  HANPaBJICHHOCTb  KOTOPBIX  3aIpPELICHBI
3akoHoAarenbCcTBOM Poccniickont denepauun.

WUndpopmanmst o mnocemaembix — pabotHukamu  CIIOP  uwHpOpMauMOHHBIX  pecypcoB
MPOTOKOJIMPYETCS IS TIOCJIEAYIOIIEro aHaji3a U, TP HEOOXOAMMOCTH, MOXKET OBITh MPECTABICHA
HETIOCPEACTBEHHBIM PYKOBOAUTEISIM, a Takke pykoBonutento CLLIOP amst KOHTPOJISL.

IIpu ucnonezoBanuu cetn MHTEpHET 3ampenieHo:

HCIIOJIb30BATh MPENOCTABICHHBIN CIIOP OOCTyI B CeThb Hnrepuer
B JINYHBIX LIEJISX;

UCTIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MPOrPAMMHBIE U IPOTPAMMHO-AMIIAPATHBIE CPEACTBA,
MO3BOJISIFOIINE TTOTYYUTh HECAHKIIUOHUPOBAHHBIN JOCTYI K ceT MIHTepHeT;

nyOJIMKOBATh, 3arpy’KaTh U PACIPOCTPAHITH MaTEPHAIIBI COAEPIKALINE HETOCTOBEPHYIO
unpopmanuto o CIIIOP, a taxke dhanpcuduimposaTh cBoii [P-anpec.

Pe3epBHOE KOMMPOBAHHE H BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBieHHe pe3epPBHOIO KOMUPOBAHUS JOJKHO OCYIIECTBIIATHCS IS

uHpOpMaLuu oOpabarbiBaeMOli Ha (aiiloBOM cepBepe H cepBepe  NPUIIOKEHUH,
UH(POPMALIMOHHOHN CUCTEMBI,

pabounx MecT aAMMHUCTPATOPOB HHPOPMALIMOHHOW CUCTEMBI.

15



UactoTa ¥ pPEXUM pPE3EpPBHOIO KOIMUPOBAHHS YCTAHABIMBAIOTCA TakuM 00pa3oM, 4YTOOBI
o0ecreYnTh MUHIMAJIBHYIO TIOTEPIO JAHHBIX U ONEPAaTHBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOro KOMHMPOBAHUS U BOCCTAHOBJICHUS PECYPCOB WH(POPMALMOHHBIX CHCTEM
CIIOP nomkHBI MPOBOAUTH yrionHOMOUeHHbIe paborauku CLIIOP.

6 OCHOBHBIE TPEBOBAHMUSA K TPONECCAM YIIPABJIEHUA
NHP®OPMAIIMOHHOM BE30ITACHOCTBIO

MoHnuTopuHT HH(POPMALHOHHOI 6€30IaCHOCTH

Ha nocTosiHHOW  OCHOBE [OJKEH IPOBOIUTBHCS KOMIUIEKCHBIH aHaN3 (DYHKIHMOHHUPOBAHUS
uHpopmaunonnoi cucrembl CIIOP u Bo3HHKaOIUX COOBITHI HHPOPMATMOHHOH 0€30MacHOCTH.

IIpoulecc MOHMTOpPWHTa CHCTEMBI oObOecredeHuss WHPOPMALMOHHOW O€30MacHOCTH AOJIKEH
BKJIFOYATh B ce0s1 KOHTPOJIb OPTaHU3ALMOHHBIX U TEXHUYECKHX Mep 10 3aIuTe HHOOPMALUH , aHATTN3
napamMeTpoB KOH(PUTYpaALIUH U HACTPOHKHU CPEICTB 3aIUTHI HH(POPMALIHH.

Ilpu npoBeneHMM KOHTPOJIBHBIX MEPONPUATHN, CBSI3AHHBIX C OLICHKOH peanusalud Mep IO
amure wuHpopmanmn B CIIOP, ynonHomodeHHble paOOTHUKH JOJDKHBI TPUAEPIKUBATHCS
CJICAYIOIIHUX TTPUHIIHUIIOB:

He HapymaTh pyHKIHoHupoBanue nesitenbuocta CIIOP;

IefCTBOBATb B COOTBETCTBUH C YTBEPKACHHBIMU OPTraHU3ALHOHHO-PACTIOPSAUTENbHBIMU
nokymertamu CIIOP no 3amuTe nHpOpMaumg;

HE CKPBIBATh (PAKTHI BBIABJICHHBIX COOBITHI NH(POPMALIMOHHOH O€30MacHOCTH,

0(hOpMIISITH OTUETHI, MOATBEPIKAAOLIIE BBITIOTHEHHUE MEPOIIPUATHH 110 3a1iTe HHPOpMaLK.

Wndopmanys, monyueHHast B XO€ MPOBEAEHUS] KOHTPOJIUPYIOLINX MEPONPUATHI O eHCTBHSIX,
COOBITHSIX W TIapaMeTpax, HMMEIOLINX OTHOIIEHHE K peau3aluyl Mep IO 3aliuTe MHYOpMAIUH,
IOJDKHA KOHCOJNMIOUPOBATBCS M XPAHUTBCS B MECTaX, MCKIIOYAKOIIMX  MOJy4YeHHE K Hel
HECaHKLIMOHMPOBAHHOTO AOCTYIIA.

MOHHTOPUHT [aHHBIX O 3aPErHCTPHUPOBAHHBIX COOBITHAX HHGPOPMAIIMOHHOH O€30MmacHOCTH
JOJDKEH TPOBOIUTHCS, MO BO3MOXKHOCTH, C HCIIOJNIb30BAHHEM CHCTEMbI MOHHUTOPHHIA MHLUICHTOB
UH(POPMALIMOHHON 0€30MacHOCTH WJIM BCTPOSHHBIX MEXaHHW3MOB HACTPOHKH M ayauTa COOBITHH B
NPOTPAMMHBIX M NPOrPAaMMHO-AINMAPATHBIX CPEACTBAX, HCHOJb3yeMbIX B  HH(OPMALIMOHHON
uHdppactpykrype CLIOP.

YnpasieHnue pucKamu

Onpenenenue BHYTpeHHUX TpeOOBaHMIA MO 3amure UHGOPMAIMH, JODKHBI OCHOBBIBATHCS HA
pe3yJibTaTax NpPOBENEHHs aHajlnu3a PHCKOB HAPYLICHHS OCHOBHBIX CBOHCTB O€30MacHOCTH IS
uHpopManoHHbIX pecypcos CIIIOP.

OCHOBOI1 OLICHKH PHUCKOB JOJDKHA OBITH OLIEHKA YCJIOBHH M (PaKTOPOB, KOTOPbIE MOTYT CTaTh
NPUIHHOM HApYIIEHWs]  LIEJOCTHOCTH, KOH(pHUIEHIIMATBbHOCTH U JOCTYNHOCTH MJIs
uHpopMauoHHbIX pecypcoB CIIIOP.

PesynbraToM mpoBemeHHUS aHaM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIA KOMIUIEKC Mep,
HAIPaBJICHHBIX Ha CHI)KEHHE BO3MOJKHOTO HETaTUBHOTO BIMSHHUSL HAa OCHOBHYIO JAESTEIBHOCTH
CIHIOP npwu peanuzarmu TOH WM WHOH yrpo3bl Oe3omnacHOCTH MHGOpMALMKA U 00ECTIeYNBAOIINX B
JabHEHIIEM OCTATOYHbIN YPOBEHb 3aLTUINEHHOCTH HHpopMaunoHHbIX ciucteM CIIIOP.

Ynpasienue HHUHIEHTAMH HHPOPMALHOHHOI 0€30MACHOCTH

s obecnieuenust 3pdexkTUBHOrO pasperieHnss HHIUACHTOB WH(POPMALIMOHHON OE30MacHOCTH B
CIOOP , MMUHUMH3ALMM TIOTEPb W YMEHBLICHHS PHCKA BO3HUKHOBEHHS TOBTOPHBIX WHIHIEHTOB
TOJDKHO OCYINECTBIISATHCS YIPABICHUE HHIMACHTAMH HH(POPMAIIOHHOH 0€30MacHOCTH.

Vnpasnenne WHIUAEHTaMH HH(POpPMANMOHHONW O€30MacHOCTH  BO3JIOXKEHO Ha  JIUI,
OTBETCTBEHHBIX 3a HH(popMannoHHyI0 Oe3omacHocTh B CILIOP, koTophle MOCPEOCTBOM KOMILIEKCA
CPEACTB M MEPONPHUATHI s cOOpa M KOHCONMUAauu HHpopMarun 00 MHIUACHTaX PEIlalT JaHHYHO
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3amady. B OTHOIIEHMHM Ka)XXIOro NPOHM3OLICAIIEr0 HMHUIUACHTA PAOOTHHUKOM, OTBETCTBEHHBIM 32
uHpopMmaunonnyo OesomacHocte B CIIIOP nofmkeH BBIMOMHATBCS €ro aHaiu3, W pa3padoTka
3¢ (EeKTUBHBIX MEp pearupoBaHMs HA TaHHBIA HHLIUACHT.

Ayaut cucrembl o0ecniedeHusi HHPOPMALHMOHHOH 0€30MACHOCTH

B memsix oueHKH  TeKyIIero ypOBHsI HHYOPMAILTMOHHOH O€30MacHOCTH
CIIOP Ha perynsipHOI OCHOBE TOJIKEH MPOBOAUTHCS ayAUT WHPOPMALTMOHHOHN 0€301acHOCTH.

BryTpeHHHe ayquThl JOJDKHBI BHINOJIHATECS padoraukamu CIIOP .

B uucmo 3amav, pemaemMbIXx IpH TPOBEACHHMH BHYTPEHHUX ayaUTOB HH(GOPMAIIMOHHON
0e30macHOCTH, BXOIT:

cOop U aHaJIM3 UCXOAHBIX JAHHBIX 00 OPraHU3aMOHHON U (PYHKIIMOHAIBHON CTPYKTYpE

MH(POPMALIMOHHBIX CUCTEM, HEOOXOIUMBIX JUISl OLICHKH COCTOSIHHSI CHCTEMBbI 3aIUThl HH(PpOpMAaUU
; aHAJIU3 YTBEPIKIEHHBIX OPraHU3aLMOHHO-PACTIOPSANTEIBHBIX TOKYMEHTOB IO 3aIIUTE

uHpOpMALMKM Ha MpenMeT HUX TMOJHOTBI U 3Q(EeKTUBHOCTH, a Takxke (HOPMUPOBAHHE
pekoMeHpauil 1o ux AopadoTKe WK pa3paboTKH HOBBIX,

obocHoBaHMe PrHAHCOBOH 3()(PEeKTHBHOCTH BHOBb NPUOOPETAEMBIX CPEICTB 3aIUTHI
uHpopMauuy,

NPOBEpPKa MPABMIIBHOCTH BBIOOpAa ¥ HACTPOHKU CPENCTB 3aLIUThI WH(pOpMauuu, GOpMUPOBAHHE
NPEIJIOKEHUI 1O WCIOJIBb30BAHUIO HMMEIOLINXCS CPEACTB 3aIMUThl MHPOPMALMH IS TOBBILICHHS
YPOBHsI HaAEXKHOCTH U OezomacHocTH HHPopMarmoHHbIx cucteMm CIIIOP;

aHaJIM3 OTYETOB 10 MPOU3OIIESAIINM HHIUACHTAM HHPOPMALTHOHHOH Oe30macHOCTH
U IPUHSITBIM MEPaM TI0 MX Pa3peIeHuro.

IoBbImeHne 0cBeIOMJIEHHOCTH PAGOTHHKOB

B pamkax opraHm3anuy KOMIUIEKCHOTO TMPOTHBOAEHCTBUS yrpo3aM 0e30macHOCTH WHPOPMALnH ,
ucxomsammM oT  padotHukoB CIIOP nomkHA MOCTOSIHHO IMOBBIIATHCS MX OCBEIOMIIEHHOCTH B
oOmacTy 3amuTsl HHPOPMALHHL.

[Nosenuenne ocsenomienHocty paborankos CILOP ocymectensiercs:

no cymectsyromuM B CIIIOP opraHn3anioHHO-pacIOpsiIUTETbHBIM TOKYMEHTAM,

no npuMeHsieMbM B CIIIOP mepam 3ammutsl nHbOpManuy,;

IO MPAaBUIIBHOMY HCIIOJIb30BAHUIO CPENICTB 3AIIUTHI HHPOPMALUH.

7 3AKJIIIOYEHMHE

[Ipu u3sMeHeHUU NEHCTBYIOIIErO 3aKOHOAATeNbCTBA Poccuiickoit denepanivu B 001aCTH 3aLUThHI
UHpOpPMALIMK , a TAaKXK€ OPraHM3aLHMOHHO-pacHopsauTenbHbIXx — nokyMeHToB CIIOP HacTosmmas
IlonuTrka ¥ U3MEHEHMsT K HEH MPUMEHSIOTCS B 4aCTH, HE MPOTHBOpEYAlllel BHOBb IPUHATHIM
3aKOHOJATENbHBIM U HHBIM HOPMATUBHBIM aKTaM, a Takxke BHyTpeHHUM fgokyMeHTam CIIOP.

Bce TpeboBaHusi, yCTaHOBJIEHHBIE IEHCTBYIOIIUM 3aKOHOAATEILCTBOM Poccuiickoii ®epepanuu
MOJ3aKOHHBIMH aKTaMH U JOTOBOPHBIMH OTHOLIEHMsIMHU, a Takke moaxon CIIOP x obecrieuenuto
COOTBETCTBUS 3TUM TPEeOOBAHUSM JOJDKHBI OBITH SIBHBIM 00pa30M OIpENeNeHbl, TOKYMEHTHPOBAHbI U
MOAEPKUBATLCSA B AKTYaJIBHOM COCTOSIHUU.

CIIOP B npuOpUTETHOM HaNpaBiIeHUM AOJDKEH PacCMaTpHUBATbCs MEPeXOi Ha MPOrpaMMHOIO
o0ecriedeHre  OTE€YECTBEHHOI'O TMPOM3BOIUTENSI, BKJIIOUEHHOTO B EAMHBIA PEEeCTp POCCHUHCKUX
NPOTrpaMM JUIs 3JIEKTPOHHBIX BBIYHCIMTENBHBIX MAlIMH M 0a3 JaHHBIX . B TOM umcie mo wactu
CEepBEPHOr0, KOMMYTALIMOHHOTO OOOPYJOBAHUS U MPOrPAMMHO-ANIAPATHBIX CPEICTB BKJIFOUYEHHBIX B
Enunblil peecTp pOCCUNHCKON pagUO3JIEKTPOHHON NPOAYKLUH.

IlepecMOTp 1 BHECEHHE H3MEHEHUI B HACTOALYIO II0MUTHKY OCYILIECTBISAIOTCS HA
MEePUOINYECKON U BHEINIAHOBON OCHOBE.
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